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Council on Technology Services 
Privacy, Security & Access Work Group 

September 7, 1999

Present: Cheryl Clark (DMV), Jim Adams (DIT), Andy Poarch (DIT), Dan Houlihan (VIPnet), Ray Davis 
(DGIF), John Palese (DSS), Mike O’Neil (DSS), Dan Galloway (SCC), Jay Landes (DLAS), Teresa Thomas 
(APA), Fred Norman (Unisys), Gerry Anderson (Entrust Technologies), John Pfeiffer (Network Associates), 
Mark Davis (Network Associates) and Emily Atkinson (Entrust Technologies). 

Absent: Ed Morris (DOC), Bill Russell (Co. of Chesterfield), Captain Vass (VSP), Pat Jackson (VT), Peggy 
Maupin (DGS), Timothy Sigmon (UVA), Dan Ziomek (DTP), Darrell Gasaway (DJJ), Carrie Gillotte (GMU), 
Gordon Jarratt (Co. of Fairfax). 

The September 7, 1999 COT’s Privacy, Security & Access (PSA) Work group meeting was held at the DMV 
Headquarters. Minutes from the meetings held on 8/3 and 8/19 were reviewed and no changes were offered. 
Vivian will solicit any changes from absent members and post to the site. 

Cheryl distributed copies of the PSA Status Report to the August COT’s meeting as an "fyi" for the group.

Teresa Thomas will join the work group representing the APA.

MEMBERS ROUNDTABLE

Cheryl Clark asked participants if they had anything of interest (i.e., articles, RFPs or legislation) to share with 
the work group. Cheryl stated that NASIRE sent out a questionnaire to states about the scope of their efforts, 
strategies, policies and technologies related to information security. Thirty-six states responded to the 
questionnaire. You can download the PDF format at www.nasire.org/publications/security.cfm. 

Gerry Anderson stated that the National Electronic Commerce Coordinating Council’s sent out a survey to state 
requesting information regarding state electronic commerce developments and progress. The link to their web 
site address: www.ec3.org 

Ray Davis reported on the progress of talks with DOA and the APA seeking acceptance of DGIF’s electronic 
forms using digital signatures. DOA had already reviewed their forms and did not have any problems with the 
use of digital signatures as long as they were approved by the APA. DGIF will be meeting with the APA the 
week of September 13. 

Action: Ray Davis will report to the work group on the comments and outcome of the APA meeting. 

PSA WEB SITE CONSTRUCTION

Dan Galloway gave an assessment of completion on the Web site construction. 
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"Practices" – Jim Adams reported that he has posted the following:

●     Private-side/ Slides furnished by Unysis. 
●     Public-side/DSS Security Policy and DSS Internet Policy from John Palese 
●     Action: Dan Galloway will review the sites for completions and will determine a timeframe when it will 

open for public viewing. Dan will report back to Cheryl Clark results of his findings. 

PROFILE OF PKI/DSIGN RFP’S (States of Washington & Illinois)

Cheryl Clark introduced Kevin Cadieux who will be serving as a technical staff assistant. Kevin will be working 
with the group for technical writing and research. Kevin has a MBA from William & Mary and served six years 
in the Air Force. He has been in the Internet business for the last four years and has direct PKI and remote 
authentication experience with two companies. 

Kevin Cadieux gave a presentation on the PKI/Digital Signature efforts of the States of Washington and Illinois. 
Kevin stated the purpose of the PKI RFP and gave the comparison of the RFP process. The State of Washington 
is seeking an outsourced CA for their RFP process whereas the State of Illinois is seeking in- or outsourced 
turnkey services. The State of Washington defined their authentication requirements where there was no clear 
authentication process thoughts out or defined for the State of Illinois. Another distinction of the Washington 
approach is their differentiation between licensed vs. non-licensed 

The State of Washington is clearly coming from a business perspective. Two highly successful pilots were 
conduction followed by release of the RFP in March 1999. The RFP was five months in development. The first 
pilot was external through Department of General Administration, where the Secretary of State was the CA. 
Eighty certificates have been issued in the pilot program. The second pilot was an internal deployment with the 
Department of Retirement Systems. This consisted of a web certificate enabled form for Retirement Services. 
This saved paper processing and cost. Kevin noted that the State of Illinois did not conduct any pilot programs in 
advance of the RFP.

NETWORK ASSOCIATES DIGITAL SIGNATURE EDUCATIONAL BRIEFING

Cheryl Clark introduced Mark Davis, Territory Manager, State, Local Governments/Education, for Network 
Associates, Inc. Mark Davis gave a brief overview of Network Associates and introduced John Pfeiffer, 
Specialist with Network Associates. John Pfeiffer gave a presentation on the PGP product offered by Network 
Associates. 

RECOMMENDED FORMAT FOR DRAFTING REPORT CONTENTS 

Cheryl Clark distributed a draft on the "Legal Issues" and recommended this to serve as a guideline for the format 
to be used by members for the content sections that will be developed in narrative style. The workgroup accepted 
this, with Gerry Anderson noting that some segments such as those, which define technical terms and 
components, do not lend themselves to the format in the same way that narrative sections do.

PROGRESS OF DEVELOPING REPORT CONTENTS 
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●     Gerry Anderson reported that he will have his draft topics #1-21 (What the technology is and how it 
works) ready for posting by September 17.

●     Dan Houlihan reported that he will have his Directory Services #21 ready for posting at the same time.
●     Cheryl Clark reported on the "Legal Issues" content. It will be posted as early as the end of this week 

depending on when the process for using Cold Fusion can be finalized.

Cheryl Clark stated that the John Westrick of the OAG has reviewed the Cold Fusion Software and advised that 
usage does not constitute a "public meeting" because it does not simultaneously link members with each other. 
This exclusion relates to a built-in feature providing overnight delay in accessibility of the new postings. 

Gerry Anderson asked whether industry advisors had the capability to create a new thread (new content) or just 
the capability to forward comments/changes. Jim Adams stated that work group members were the only ones 
who could create a new thread. Industry advisors would only be able submit comments/changes to contents. If 
industry partners draft text, they should post through Jim, Vivian or Kevin.

COLD FUSION SOFTWARE DEMO & INSTRUCTIONS

Jim Adams demonstrated how Cold Fusion software works. Jim walked the members through the process from 
obtaining log-in capabilities to creating and posting contents to the Web site. Jim indicated to members to please 
make the necessary arrangements in registering. Once they have been registered to send him an e-mail and he 
will authorize their access.

Gerry Anderson asked whether there is a "Help Desk" in case users have problems. Jim indicated if anyone needs 
assistance to contact him or Vivian Cheatham. 

NEXT PSA MEETING

Tuesday, October 5th from 1-3 p.m. in Room 702 at DMV HQ in Richmond.
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